�EMBED Word.Picture.8���











COMMENTS ON THE PROPOSAL TO CREATE


A NATIONAL IDENTITY CARD











by





BC Freedom of Information and Privacy Association





to





The Standing Committee


on Citizenship and Immigration 























Vancouver, British Columbia


February 18, 2003�
Introduction





On behalf of the BC Freedom of Information and Privacy Association (FIPA), I would like to thank the Standing Committee on Citizenship and Immigration for the opportunity to appear at this hearing.  My name is Darrell Evans and I am the Executive Director of FIPA.





FIPA is a non-profit society which was incorporated in 1991 in order to advance the principles of freedom of information and privacy protection in Canada.  FIPA is the only active non-profit group in Canada devoted solely to freedom of information and privacy issues.  Our supporters include a wide variety of organizations and individuals in the legal, business, labour, academic, media and non-profit sectors.





FIPA’s activities include research, public education, law reform campaigns, and perhaps most important, assisting the public with their questions and complaints on privacy and access to information matters.





You have already heard most if not all of the compelling rational arguments against an identity card, from presenters such as BC’s Information and Privacy Commissioner, David Loukidelis, so I am not going to repeat them.





Because of the shortness of my allotted time, I am going mainly to stick to what I feel most passionately about: the philosophical or principled objections to a national ID card.  We will present a fuller submission to the committee at a later date.





The idea of a national identity card pops up regularly on the Canadian horizon, both federally and provincially.  It always will, because it is driven by the strong bureaucratic drive for knowledge, efficiency and control.  





This is natural and inevitable, because public officials, who serve the public interest through mandated goals and objectives, will always seek the knowledge and control to attain those goals as efficiently and effectively as possible.





And just as inevitably, privacy advocates and other advocates of civil liberties will pop up to oppose programs like the national identity card on the basis that it is harmful to our privacy and freedom, and inimical to the Canadian way of life.





The national ID card idea is proposed to solve problems of inefficiency, fraud and security, but it is a classic example of a solution that is worse than the problem it proposes to solve.  That is why it is so unpopular and has never succeeded in North America.





As you know, many countries in Europe and Asia have versions of such a card.  But Europe is not North America.  I state without any fear of contradiction that a national ID would be against the philosophical, political and legal traditions of both Canada and the United States





I would like to quote a brief news item from the Netherlands to illustrate how different these traditions are:





In future police will be authorized to require anyone in the Netherlands older than 12 to show proof of his or her identity. Failure to do so can result in a prison sentence of up to two months or a fine of up to 2,250 Euro. Police will be given powers to request proof of identity for the purpose of carrying out all their regular tasks, specifically the investigation of criminal offences, maintenance of public order, and providing assistance.  Those responsible for carrying out administrative supervision will also be given the same powers, in order to improve law enforcement.�





This sounds awfully close to a police state.  It is also an illustration of the “function creep” that inevitably occurs once a country starts down the road to a universal ID system.  I call it the “Field of dreams” phenomenon of data bases: “If you build it, they will come.”  As you see, the Netherlands now has government administrators lined up behind the police demanding more and more data about citizens.





It speaks volumes that the United States, as panicked and unbalanced as it  is by the events of 9/11, is so wary of the public reaction that it knows it would get if it suggested the creation of such a card, that Congress inserted a line in its anti-terror legislation stating, "Nothing in this act should be construed to authorize the development of a national identification system or card."





Are we as Canadians less protective of our civil liberties or less wary of the potential for abuse of power by the State?  





Perhaps slightly less, but I submit that, in any informed and broad public debate, we would stand up to be counted as overwhelmingly opposed to the idea of a national ID card.








Why a National ID Card?





Minister Coderre has presented several arguments for a national ID card:





First, he proposed it as a preventive action to satisfy the Americans, who are threatening to fingerprint everyone who enters their country at border crossings. 





Mr. Coderre stated, “If we can have the technology with our own scanners, we can say we will take care of our own people with our own scanners.”�





With respect, I find this attitude offensive.  Rather than having Canadians subjected to increased surveillance and indignities at the border of a foreign country, Mr. Coderre would subject all Canadians to increased surveillance and indignity.





I for one would rather leave Canada as a free citizen and be fingerprinted and monitored as a visitor entering the U.S. than be treated as a suspicious visitor in my own country.





By “treated as a suspicious visitor”, I mean treated as one who exists at the sufferance and the tolerance of the State, not as a right but as a privilege, constantly aware of being under under the State’s watchful and critical eye.  I’m OK as long as I watch my Ps and Qs and keep my papers in order for their inspection.   





That to me is what a requirement to carry a national ID card states about the relationship of the citizens to the government.  In effect, it would be a bar code stamped on each person and we would move closer toward being viewed as subjects of the State rather than the citizens who are its ultimate rulers.





Mr. Coderre stated, "The biggest threat to individual privacy is to have one's identity stolen and used by someone else,"





As the Montreal Gazette stated, “It's an assertion only someone in government could make:  As far as we're concerned, the biggest threat to individual privacy is a vast government register using a smart card to track our every movement, purchase and action.”





The Minister has not stated that an ID card would be used in this way, but, in his public statements to date, he hasn’t shut the door firmly on such uses either.  And we see how the Canada Custome and Revenue Agency data base on travellers expanded in its purpose and uses following government assurances to the contrary.





Second, Mr. Coderre advocated the ID card as a way to combat identity theft. I know you’ve heard many critiques about this point and I am not going to repeat these here.





Suffice it to say that I agree with the view that a national ID card would be:





hugely expensive, 


just as subject to fraud, privacy abuses, and security breaches as current systems of identification, and 


not likely to be more effective in preventing crime than better managed and more secure systems for birth certificates, Social Insurance Numbers, passports and driver’s licenses.





Improving the last-mentioned ID systems should be a high priority in Canada.


The Dangers of a National ID Card





In my opinion, a national identity card would inevitably become the hub for a vast system of data gathering, data matching and data mining about Canadians (See the “field of dreams” theory I mentioned above).  And that would be the end of privacy in Canada.





We can all understand that such an elegantly efficient database would be not only a dream, but the perfect picture of heaven for many bureaucrats.  And we should all reflect on the part that bureaucrats, oblivious to the bigger picture, have played in the great man-made disasters of history.  They have made the trains run on time in many dictatorships, and undoubtedly felt great professional pleasure for doing so.





Well-trained bureaucrats and accountants are absolutely essential to good government, but let’s not all think like them.  We also need to keep an eye on the big picture.  





I would advise politicians to remember that Canadians are not fans of huge data bases or broad data-matching of information about them by government —witness the controversy over the so-called HRDC “Big Brother” database of a few years ago.








How Should the ID Card Proposal be Judged?





In analyzing proposals that intrude upon citizens’ rights to privacy, we as Canadians must start with Constitutional principles set out in the Charter of Rights and Freedoms (“The Charter”).  





The right to privacy is important to our personal autonomy and the foundation of our democratic nation.  As stated R. v. Dyment  [1998] (S.C.C.),





Grounded in man’s physical and moral autonomy, privacy is essential for the well-being of the individual.  For this reason alone, it is worthy of constitutional protection, but it also has profound significance for the public order.  The restraints imposed on government to pry into the lives of the citizen go to the essence of a democratic state.





We agree with the Privacy Commissioner of Canada that any proposal that seeks to limit the right to privacy must meet a four-part test:�





it must be demonstrably necessary in order to meet some specific need;


it must be demonstrably likely to be effective in achieving its intended purpose. In other words, it must be likely to actually make us significantly safer, not just make us feel safer;


the intrusion on privacy must be proportional to the security benefit to be derived; and


it must be demonstrable that no other, less privacy-intrusive, measure would suffice to achieve the same purpose.�





It is our view that the proposal as presented so far does not meet these tests.  However, it’s impossible to judge a proposal that is, at this stage, so vague.  We are looking forward to the thorough national debate Mr. Coderre has promised.





Canadians have not had an open and thorough debate about the possibility of creating a national identity card, and we believe it would be a serious mistake to proceed in the heat of the moment without such a debate — or more accurately, in the current atmosphere of fear, anger and hysteria which has so unbalanced our neighbour to the south.





I couldn’t end my presentation any better than the Canadian Ethnocultural Council, which appeared before you previously.  They stated:





Minister Coderre and the government owe it to Canadians to have a true debate before introducing a mandatory national identity card. There is need for broader dissemination of background information on the purpose for the card, leading to meaningful public education and engagement. 





The only better proposal I could make is to simply drop the idea as soon as possible and get on with improvements to current ID systems, without creating a universal identifier for all Canadians.





* * *
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�   Statewatch magazine, http://www.statewatch.org/news/2003/jan/05neths.htm


�  Globe and Mail, Feb. 7, 2003, “Coderre pushes Ottawa to adopt national ID cards”.


�  The test is based mainly on the Supreme Court decision R. v. Oakes [1986] 1 SCR 103


�  Letter to the Ministers responsible for the “Lawful Access” proposals, November 25, 2002.  http://privcom.gc.ca/media/le_021125_e.asp
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