Giant database a risk to privacy
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The provincial government has announced plans for a computer system that will give its employees unprecedented access to our personal information. The system will combine everything the government knows about us from a wide range of interactions.

Called file-linking, the project will bring together data from income assistance, employment services, child welfare, family development, child mental health and youth justice. More than 50 databases will be linked.

In later phases, personal files held by the ministries of health, education and the attorney general will be added. The project is expected to cost $180 million, and take six years to complete.

Not surprisingly, privacy experts are alarmed. Some of the information to be centralized, like names and addresses and family income or health status, is confidential.

For instance, if you apply for Fair Pharmacare, you are required to give permission for the Ministry of Health to access your income tax returns. Right now, that information is available only to officials involved in delivering the program.

However, the new computer system will make your tax files potentially accessible to staff in all the areas listed above. The government's response is that employees will only be allowed entry to that portion of the database they need for their job.

But the stated objective of the project is to give government workers a "holistic view of each citizen." Doesn't that imply widening their access to files?

The dangers are obvious. At a minimum, combining huge caches of personal information in one location invites theft. Only a few months ago, police found hundreds of client records on a government employee's home computer. The man had a prior history of fraud.

In that instance, the impact was limited by the fact he only had access to one registry -- income assistance data. Imagine the damage if an identity thief stole the cradle-to-grave personal file of everyone in B.C.

But there is a far more serious objection to this project. Whose interest is the government serving, when it sets out to develop a "holistic view of each citizen?"

It cannot be ours. If it were, we would be offered the choice of opting out. But a government representative said that choice will not be given. Our files will be placed in the system, whether we like it or not.

The digital persona thus created will be the government's picture of us, not our own.

It might be one-sided or distorted. It may contain omissions or falsehoods. It will rest on the judgment of officials we might never meet or whom we encounter in prejudicial or anguished moments. But it will carry immense weight, because of its apparently comprehensive nature.

This is not just an invasion of privacy. It is a bureaucracy-driven project to replace private selves with computerized facsimiles.

The B.C. Freedom of Information and Privacy Association has written to the premier, asking him to halt the project and hold public discussions.

Perhaps the association will have better luck than we have had. The Times Colonist has been seeking an interview with the project manager for three months, without success. A freedom of information request for documents on the project produced a response quoting a fee of more than $2,000. Requests to speak to those in charge of the project while preparing this editorial were also refused. It suggests a mindset of stealth rather than openness.

B.C.'s privacy regulations are under review by a committee of the legislature. It would be hard to think of a scheme more in need of examination than this one.

Hopefully some MLAs will agree. And the first change they should secure for us is the right to opt out.
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