B.C. toughens privacy law over fears of info leaks under U.S. anti-terror law
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VICTORIA (CP) -- The B.C. government introduced amendments to its privacy legislation Thursday designed to allay fears U.S. authorities could get their hands on provincial residents’ private records.

Management Services Minister Joyce Murray introduced changes to the Freedom of Information and Protection of Privacy Act that, among other things, restricts storage and access of information outside Canada and threatens heavy fines on those who improperly disclose it.

”Our government takes the issue of privacy protection very seriously and has always been a national leader in privacy protection,” Murray said in a news release.

”British Columbians can be assured that no sensitive personal information will be sent to the U.S. on either a temporary or permanent basis.”

The legislation was prompted when critics of the B.C. Liberal governments’ plan to contract out handling of health care records grew alarmed that two U.S.-owned companies were in the running.

They warned that under the USA Patriot Act, passed in the wake of the Sept. 11 terrorist attacks, American police and security services could get at those records if they were stored in the United States.

And even if they weren’t, the critics claimed, a U.S.-based company bound by American law would feel compelled to comply with any demands for access.

The government Thursday called the threat “minimal and largely theoretical,” but opted to toughen its privacy legislation anyway.

The revisions restrict public bodies and service providers from storing, accessing or disclosing personal information outside Canada and extends existing restrictions to employees of public bodies or private companies.

Any foreign demand for disclosure of personal information would have to be reported and the law provides protection for so-called “whistle-blowers” who do so.

The amendments also make such disclosures an offence subject to fines ranging from $2,000 for an employee up to $500,000 for a corporation.

Murray said the government will also ensure any company doing business with the government that involves handling personal information is based in Canada, subject to Canadian and B.C. laws, and that the information stays in the country.
Last month, British Columbia’s privacy commissioner delayed for the second time release of a report into how the Patriot Act could affect the province, citing a flood of public submissions.

Commissioner David Loukidelis now plans to release his report by the end of October.

IBM and Maximus Inc., are shortlisted in the bid to run the B.C. Medical Service Plan and PharmaCare administration services and technical support.

The U.S. Patriot Act was enacted following the terrorist attacks of Sept. 11, 2001.

Section 215 of the act allows a special court to secretly issue an order requiring “the production of any tangible things” to the FBI. This can include an individual’s personal information.

Anyone served with such a secret order is prohibited from disclosing to anyone else that the order exists or has been complied with.
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