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Of hospitals, health and private information

 

 

Re: Plans for e-Health raise huge threats to privacy for Canadians, Issues & Ideas, June 11

The College of Physicians and Surgeons of British Columbia thanks Micheal Vonn, policy director at the B.C. Civil Liberties Association, for identifying privacy concerns related to e-Health initiatives across Canada.

We are similarly deeply concerned that, in the interest of advancing information technology to improve health care, patients' privacy concerns might be overlooked.

Dating back to the time of Hippocrates, healers have understood the need to keep their patients' secrets.

While the electronic storage and connectivity of personal health information offer much promise for improving patient care, patients must ultimately have control over who has access to their health information. If they don't have absolute confidence in the system that stores it, they will stop telling doctors the highly private details of their stories.

We agree that an electronic health record connecting hospitals, laboratories, clinics and medical offices must have a robust system to protect patients from unauthorized access to their personal health information while enabling consent-driven sharing of health records at the bedside.

The key word is "consent." Patients must be able to decide who may see their health records; models for sharing data must be built on the fundamental principle that patients have a right to consent -- or withhold consent -- to the sharing of their health information. This is the message the college has taken to the government in consultation committees.

If the system is built correctly, there will be no need to opt out. The government must build the e-Health system with privacy in mind because, without trust in the system, no one will benefit from the promise of information technology.

H.M. Oetter, MD

Registrar, College of Physicians and Surgeons of B.C., Vancouver

Many doctors have grave concerns about the privacy implications of large centralized government databases containing people's detailed personal health information. Many doctors are also excited about the potential for improved patient care with the use of electronic medical records.

The United Kingdom has spent more than £13 billion centralizing patient records in government databases. It has been an acknowledged fiasco.

In a 2008 British Medical Association poll, nine out of 10 doctors said they don't trust the government with patient data security.

What can we do, instead, to gain the benefits of technology without spiralling costs and privacy violations?

In Canada, huge savings to taxpayers could be achieved with the use of the free open-source medical-record software developed at McMaster University, known as OSCAR.

In collaboration with Harvard and MIT, OSCAR has also developed MyOSCAR, an open-source personally controlled health record (PHR) that lets doctors securely "push" information like lab reports and clinical summaries from their electronic office records to a patient's PHR. The patient can log into his or her PHR from home or when seeing a specialist.

With PHRs, patients become the custodians of their key cradle-to-grave medical information.

Why are we spending millions of tax dollars on proprietary software when there is open- source software that does as much, or more? Why aren't we looking at alternatives like PHRs for the long-term storage of personal health information?

The good news is that more and more doctors have asked these questions and decided that OSCAR makes more sense.

David Chan, MD

Associate professor of family medicine and director of information technology, McMaster University, Hamilton, Ont.
